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application. 
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New York, New York 10112-2200 
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Canon 

DOC 




Welcome to Canon's DocGo convenient printing 
system. DocGo will enable corporate travelers 
to print documents while they are away from 
the office. 

502 

Click on Quick Print i or account-free printing, 
and upload your files. 

DocGo holds your file at a secure web location 
Retrieve printout at printer of your choice by 
swiping your own credit card. 
Files will not be printed until you are physically 
at the printer. 
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Quick Print! 



(ffi Registered Users 



"4 



Create New Account 
Demo 
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ACTIVATE WEB 
BROWSER 



REGISTERED USER 
S616 
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ENTER URL FOR WEB PAGE 
OF NETWORK PRINT 
SERVICE PROVIDER 
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REGISTERED USER 
LOG-IN 



SELECT QUICK PRINT OR 
REGISTERED USER 
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SELECT OPTION TO 
ADD FILE 



QUICK PRINT , S6Q4 



SELECT BROWSE AND FILE 
OR ENTER FILE NAME 
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SELECT ADD FILES 
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UPLOAD FILE AND 
DISPLAY UPLOADED 
FILE FOLDER CONTENTS 




S607 

'ADD MORE\^_yeS_ 
FILES? 



SELECT PRINT FILES 



ENTER NUMBER OF COPIES 
OR ACCEPT DEFAULT (= 1 ) 
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CALCULATE 
TOTAL COST 
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ENTER CREDIT 
CARD INFORMATION 
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CONFIRM PRINT REQUEST 
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UPLOAD CREDIT CARD INFORMATION 
TO SERVER USING SSL PROTOCOL 
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END SESSION 
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RECEIVE PRINT DATA 

AND CREDIT CARD 
INFORMATION VIA SSL 



PRINT DATA STORAGE SERVER 
(QUICK PRINT, SSL) 
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TIME STAMP AND STORE PRINT DATA 
AND CC INFORMATION IN 
CORRESPONDENCE TABLE WITH 
TIME STAMP 




DELETE PRINT JOB 



NOTIFY NETWORK 
INTERFACE DEVICE 
NO PRINT JOBS PENDING 



YES 
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RETRIEVE PRINT DATA FILES HAVING 
CORRESPONDING CC INFORMATION 
AND TRANSMIT TO NETWORK 
INTERFACE DEVICE VIA SSL 
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GENERATE COST FOR PRINTING 
AND SUBMIT FOR ACCOUNTING 
TO BILL USER'S CREDIT CARD 



PRINT DATA STORAGE SERVER 
(REGISTERED USER, SSL) 
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RECEIVE PRINT DATA 

AND CREDIT CARD 
INFORMATION VIA SSL 
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TIME STAMP AND STORE PRINT DATA 
AND CC INFORMATION IN 
CORRESPONDENCE TABLE WITH 
TIME STAMP 




RETRIEVE PRINT DATA FILES 
MARKED READY AND HAVING 
CORRESPONDING CC INFORMATION 
AND TRANSMIT TO NETWORK 
INTERFACE DEVICE VIA SSL 
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GENERATE COST FOR PRINTING AND 
SUBMIT FOR ACCOUNTING TO 
BILL USER'S ACCOUNT 
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RECEIVE PRINT DATA 
AND CREDIT CARD 
NUMBER 



PRINT DATA STORAGE SERVER 
(QUICK PRINT, HASH ALGORITHM) 
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HASH CREDIT 
CARD NUMBER 



NO 
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TIME STAMP AND STORE 
PRINT DATA AND HASH 
VALUE IN CORRESPONDENCE 
TABLE WITH TIME STAMP 




NOTIFY NETWORK INTERFACE 
DEVICE 
NO PRINT JOBS PENDING 



RETRIEVE PRINT DATA FILES 
HAVING CORRESPONDING 
HASH VALUE 
AND TRANSMIT TO NETWORK 
INTERFACE DEVICE 
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GENERATE COST FOR PRINTING 
AND 

SUBMIT FOR ACCOUNTING TO 
BILL USER'S CREDIT CARD 
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RECEIVED CREDIT CARD 
NUMBER AND PRINT DATA 



PRINT DATA STORAGE SERVER 
(REGISTERED USER, HASH ALGORITHM) 
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TIME STAMP AND STORE PRINT DATA 
AND HASH VALUE IN 
CORRESPONDENCE TABLE WITH 
TIME STAMP 
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NUMBER 
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NO 
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NOTIFY NETWORK 




INTERFACE DEVICE 




NO PRINT JOBS PENDING 





SI 003 

HASH VALUE 
RECEIVED FROM NETWORK 
INTERFACE DEVICE?. 



SI 006 

ANY 
PRINT JOBS 
PENDING WITH HASH 
VALUE CORRESPONDING TO 
RECEIVED HASH 
VALUE? 



YES 
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NOTIFY NETWORK 




INTERFACE DEVICE 
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PRINT JOBS PENDING 




BUT NOT READY 





ANY 

PENDING PRINT JOBS 
MARKED READY FOR 
PRINTING? 

YES 
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RETRIEVE PRINT DATA FILES MARKED 
READY AND HAVING 
CORRESPONDING HASH VALUE 
AND TRANSMIT TO NETWORK 
INTERFACE DEVICE 



FIG. 10 



S1011 



GENERATE COST FOR PRINTING AND 
SUBMIT FOR ACCOUNTING TO 
BILL USER'S ACCOUNT 
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CREDIT CARD READER DRIVER 
DETECTS INPUT OF CREDIT CARD 
INFORMATION 



NETWORK INTERFACE DEVICE 
(CC INFORMATION VIA SSL) 
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ESTABLISH CONNECTION WITH 

PRINT DATA STORAGE 
SERVER AND TRANSMIT INPUT 
CREDIT CARD INFORMATION VIA SSL 
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RECEIVE PRINT DATA 

VIA SSL 
OR FAILURE MESSAGE 
FROM PRINT 
DATA STORAGE SERVER 
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TRANSMIT RECEIVED PRINT 
DATA TO PRINTER OR 
NOTIFY USER OF FAILURE 
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CREDIT CARD READER DRIVER 
DETECTS INPUT OF CREDIT CARD 
INFORMATION 



NETWORK INTERFACE DEVICE 
(HASH ALGORITHM) 
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PERFORM HASH (SHA-1) 
ALGORITHM ON INPUT CREDIT 
CARD INFORMATION 
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ESTABLISH CONNECTION WITH 

PRINT DATA STORAGE 
SERVER AND TRANSMIT HASH 
VALUE TO SERVER 
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RECEIVE PRINT DATA 
OR FAILURE MESSAGE FROM 
PRINT DATA STORAGE SERVER 
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TRANSMIT RECEIVED PRINT 
DATA TO PRINTER OR 
NOTIFY USER OF FAILURE 
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CREDIT CARD READER DRIVER 
DETECTS INPUT OF CREDIT CARD 
INFORMATION 



NETWORK INTERFACE DEVICE 
(CC INFORMATION VIA SSL) 
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ESTABLISH CONNECTION WITH 

PRINT DATA STORAGE 
SERVER AND TRANSMIT INPUT 
CREDIT CARD INFORMATION VIA SSL 
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RECEIVE PRINT DATA 
VIA SSL 

OR FAILURE MESSAGE 
FROM PRINT DATA 
STORAGE SERVER 
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RENDER PRINT DATA 
INTO A PRINTER DEFINITION 
LANGUAGE 
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TRANSMIT RECEIVED PRINT 
DATA TO PRINTER OR 
NOTIFY USER OF FAILURE 
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Registered Users 



User ID: 
Password: 
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(x) Cancel 
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Email Address: 


ekmett@fchs.com 




New 

Messages: 


(0) 




Number of 
Stored Files: 


(0) 




File Storgae 
Used: 
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Number of 
Files Pending 
to be Printerd: 


(0) 
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f Select File to be Printed 



File Upload 



File r 
Name: ' 



Browse | - 



O Add Files 0 Cancel 



® (D 

Home Help 
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511 



Supported File Types are: 
Microsott Word Documents (°.doc)(°.rtf). 
Microsoft PowerPoint Presentations (°.ppt). 
Microsoft Excel Spread Sheets (°.xls)(°.csv). 
Microsoft Notepad Files (*.txt) 
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(D 

Home Help 



File Upload 



File 
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Choose File 



mm 



Look in: □ Desktop 



I i My Computer 

I I Network Neighborhood 

□ IP VD-Roms 

□ My Briefcase 

□ Online Services 

□ Programs 



□ 2001 Junior All-stars. xls 

□ Corel WordPerfect 8 

□ elfbowl.exe 

□ iManage Client 

□ Outlook Express 

□ Setup for Micosoft Internet Explore 



IE 



File name: 
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Open ~| 



Files of type: | All Files (».*) 



Cancel | 
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§ Select File to be Printed 
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® © 

Home Help 



File Upload 



I C:\My Documents\APPd I Browse I 

Name: 1 — -> ' 1 



Add Files (x) Cancel 



Supported File Types are: 
Microsoft Word Documents (*.doc)(*.rtf). 
Microsoft PowerPoint Presentations (*.ppt). 
Microsoft Excel Spread Sheets (*.xls)(*.csv). 
Microsoft Notepad Files (*.txt) 
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Uploaded files for quick 
print 
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Add Files 
Print Files 
Printer List 





File Folder 








File Name 

APPEALS CHART. ppt 


Size 
16896 


Uploaded 

4/19/01 4:06:00 PM 


Delete 
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Uploaded 


Print 
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Please limit message to 1000 characters 
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Message Confirmation 



The message was sent successfully 
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Select number of 
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Cost Estimate 


Pages Copies j 




File Name 




Price 


APPEALS CHART. ppt 


1 l 1 


$0.50 




Total price 


$0.50 



53 1 



Next» 



534 



O Calculate (x) Cancel 
^533 ^535 



The cost estimate is calculated based on the cost per page and 
the number of pages in your requested document. 
NOTE: Charges will not occur until you request the printouts at 
the printer and the prints are correctly processed. 
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card information to 
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Card 
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Expiration 
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Year: 
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card 



VISA 



2001 



[ 
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This page summarizes your 
request for print. Please record 
the information for future 
reference. 
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Print Job Summary 
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Documents: 


Pages: 


Copies: 


APPEALS CHART. ppt 


1 


1 


Total Number of Pages Printed: 


1 




Price/Page 


$0.50 




Total Cost: 


$0.50 




Credit Card for Print Job Retrieval: 


VISA, 

xxxxxxxxxxx4750 


Confirmation Number: 

This confirmation number may be used in 
the future to reference your print request 
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OK 
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□ © 

Folder Help 



Print Sites 
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Test Site 22501 Test Dr. 


Aliso Viejo 


(949) 448-4444 


CIS Innovation 


Irvine 




Canon 110 Innovation Dr. 


Irvine 


(949) 856-7195 
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Printer List 



□ © 

Folder Help 



Name Model 
| | Canon LBP-1260 Plus Canon LBP-1260 Plus 
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Password: | 
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NETWORK INTERFACE DEVICE 
(CC INFORMATION VIA SSL) 
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CREDIT CARD READER DRIVER 
DETECTS INPUT OF CREDIT CARD 
INFORMATION 
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ESTABLISH CONNECTION WITH 

PRINT DATA STORAGE 
SERVER AND TRANSMIT INPUT 
CREDIT CARD INFORMATION VIA SSL 
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RECEIVE AVAILABLE PRINT 
JOB DATA FROM PRINT DATA 
STORAGE SERVER AND DISPLAY 
LISTING OF AVAILABLE PRINT JOBS 
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USER SELECT PRINT JOB(S) TO PRINT 
AND SUBMIT DATA OF SELECTED 
PRINT JOBS TO PRINT DATA 
STORAGE SERVER 
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RECEIVE PRINT DATA 
FOR SELECTED PRINT JOB(S) 
FROM PRINT DATA 
STORAGE SERVER 
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RENDER PRINT DATA 
INTO A PRINTER DEFINITION 
LANGUAGE 
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TRANSMIT RECEIVED PRINT 
DATA TO PRINTER OR 
NOTIFY USER OF FAILURE 
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